
PROTECT, DEFEND,

RESPOND

The New Jersey Cybersecurity & Communications Integration Cell (NJCCIC) is known as the Division of Cybersecurity of the New Jersey Office of Homeland

Security and Preparedness (NJOHSP). NJOHSP helps to direct prevention, detection, protection, response, and recovery planning, not only at the State level, but also

at the regional and national levels with our varied partners. NJOHSP is comprised of four Divisions: Intelligence, Policy and Planning, Cybersecurity, and

Administration.

cyber.nj.gov
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•Please make sure your line is muted

•For technical problems, please email Michelle 
Horowitz Jackson at michelle@njgca.org

•Enter questions in the question box in your 
dashboard, you can do this at any point 
throughout the webinar

• If your question is not answered today, please 
email it to michelle@njgca.org

Housekeeping Items
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• Who is the NJCCIC

• Attack Vectors

• Most Prevalent Threats

• Industry-Specific Threats

• Colonial Pipeline Cyber attack review

• Common Shortfalls

• Mitigation Strategies and Resources

Overview
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The NJCCIC

NJSP
Information 

Technology (OIT)
Federal Partners

Objectives

Promote statewide awareness of the threat landscape

Facilitate the adoption of best practices

Develop public and private sector partnerships with the goal of making NJ more resilient to cyber 

attacks

The State’s clearinghouse for information sharing, threat 

analysis, best practices, and incident reporting.

Homeland Security
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• Growing dependence on technology 
and devices/systems results in 
increased attack surface/grid

• Bar to carry out crippling attacks is 
low

• Public pressure to pay the ransom –
secondary extortion

• Limited funding/budgets

• Legacy systems

• May not have dedicated security 
teams to help defend their systems

Threat Environment
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• Malicious file attachments and links in phishing emails

• Software vulnerabilities

• Remote Access Exploitation (RDP Compromise) 

Common Attack Vectors

Attack Vectors
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Vulnerabilities

Image Source: Malwarebytes Blog
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Remote Access

•Approximately 31,130 

systems in NJ with RDP (port 

3389) open to the internet.

•Up from about 25,000 pre-

pandemic.
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Most Prevalent Threats

Phishing/Vishing

Business Email Compromise (BEC)

Ransomware/Data Theft/Breach

POS Malware
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Social Engineering

Phishing

#1 delivery vehicle for ransomware

32% of phishing emails are opened

50% of attacks target financial information

Upwards of 74% of attacks target credentials
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Social Engineering

Vishing

Tech Support Scams

IRS Phone Scams

Utility Phone Scams 

Wire Transfer Scams
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• COVID-19 Phishing

• Fraudulent Websites

• VTC Targeting 

• Stimulus Phishing

• Vaccine Phishing

• Fraudulent Job postings

• Fraudulent Charities or requests for PPE

• Social Unrest

• Political

Exploiting Public Interest
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Urgency/Authority
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Threat Actors Capitalize on Unemployment Fears
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Threat Actors Capitalize on Unemployment Fears
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New Tactics

Prevalent phishing scams

• COVID vaccine phishing and fake 
landing pages

• Other current phishing scams:

• Unemployment Insurance (UI) 
scams

• Vishing – (voice phishing) 

• Often target land-lines

• Claim that they need assistance, request 
money/gift cards
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BEC Scams

Business E-mail Compromise

Bogus Invoice Scheme

Wire Fraud

CEO Fraud

Account Compromise

Attorney Impersonation

Data Theft
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Reporting
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Invoice Scams
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Gift Card Scams
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POS Malware

Point of Sale Malware
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Point-of-Sale Malware

https://www.cyber.nj.gov/threat-center/threat-profiles#other-malware

https://www.cyber.nj.gov/threat-center/threat-profiles#other-malware
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How does the threat 
actor get in? 

 Vendor vulnerabilities and 
equipment updates

 Bad management of third-
parties

 Bad security hygiene

 Unprotected WI-FI 
network

 No/weak data encryption 

Vulnerabilities
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Threats and Consequences
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Threats and Consequences
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Mitigations

Do your research! Educate yourself on current threats, vulnerabilities, 

available updates, and appropriate mitigations. 

Source: BLM Technologies 

https://resources.blmtechnology.com/automated-point-of-sale-systems-pos
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Cyber Extortion

Ransomware

Malicious software that extorts money from victims by 

restricting access to files, systems, or devices.

• Impacts desktops, laptops, mobile devices

• Paying does NOT guarantee file restoration
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Ransomware

Evolving Tactics - Low Barrier to Entry
Source: Coveware

Average ransom 
amount paid in Q3 

2020 was over 
$233,000, up from 
$110,500 in Q1.

Top attack vectors are 
RDP compromise 

(57%) and phishing 
(26%)

Ransomware damages 
estimated at $8.9 
billion in 2019.

Ransomware incidents 
last about 16 days, up 

from 7 days in Q1.

Top industries 
targeted: Professional 
Services, Healthcare, 

Govt, and Edu.

Avg ransom for top 3: 
Sodinokibi ~$300k 
Ryuk +$1M million    
Netwalker Thou-Mil
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Data Theft

PII, PHI, IP, Financial Data

Attackers hack into networks, siphon data 

through back doors, or install malware 

designed to capture information

If valuable data is insecure & accessible, it is a matter of when, 

not if, it is located and exploited.
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Data breaches

This list is not all inclusive –

these are just some of the 

most publicized breaches

Haveibeenpwned.com 
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Colonial Pipeline Cyber Attack
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Fallout



The information contained in this product is marked Traffic Light Protocol (TLP): WHITE. Disclosure is not limited. Subject to standard copyright rules, TLP: WHITE information may be distributed

without restriction. This presentation was prepared by the New Jersey Cybersecurity & Communications Integration Cell (NJCCIC) pursuant to its authority under Executive Order No. 178 of 20 May

2015.

DarkSide

DarkSide Infection Process   Image Source: Trend Micro
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Top 3 Ransomware Threats

Dharma/Phobos
RDP; Particularly aggressive ransomware, as it continues to encrypt files after the initial 

ransom note appears and can be run repeatedly, with or without internet.

Ryuk – 2018-Present

Used by profit-motivated criminals. Often accompanies Emotet or Trickbot

trojans. Ransoms are very high and target large corporations.

Sodinokibi/REvil– 2019-Present
Often targets managed service providers (MSPs) and IT service providers and infect 

their clients via RDP. 
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Sodinokibi/REvil
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RaaS
Ransomware as a Service 
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New Tactics
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Extortion Scams

From Outlook.com email addresses
Subject line is username : password
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Achieving Digital Resilience



The information contained in this product is marked Traffic Light Protocol (TLP): WHITE. Disclosure is not limited. Subject to standard copyright rules, TLP: WHITE information may be distributed

without restriction. This presentation was prepared by the New Jersey Cybersecurity & Communications Integration Cell (NJCCIC) pursuant to its authority under Executive Order No. 178 of 20 May

2015.

Who’s Responsible?

• Board of directors

• C-Suite

• Management

• Full-time

• Part-time/temp

• Contractors/Third-parties

• Interns

• Anyone w/network access

Cybersecurity is everyone’s responsibility
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Passwords

Most common passwords from a highly-publicized data breach

Credentials are the “keys to the kingdom”
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So, What Do We Do?

Change default credentials Enable MFA
Keep hardware/software 
updated – verify 3rd party 
vendors and equipment

Think before you click 
links/open attachments

Verify requests for sensitive 
information or transfer of 

money

Navigate to sites directly, 
not via links

Segment networks (IT from 
OT)

Create strong passwords 
and don’t reuse them

Encrypt important data 
when sending electronically

HAVE A RESPONSE PLAN –
PRACTICE!

Educate! Ensure all employees 
know how to respond!
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Multi-Factor Authentication (MFA)

Best method to protect against 

account compromise as a result of 

credential theft

Choose authentication apps or 

hardware tokens over SMS or 

email codes
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Backup, Backup, Backup
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Who Do I Report Incidents To?

• Follow your Incident Response Policy/Plan

• IT department

• 3rd Party Vendor/Supplier

 Depending on severity, may also contact NJCCIC, 

Local PD, and FBI for assistance 

**Report money losses to FBI/LE within 48 hours 

– Greater chance of recovering funds
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Reporting Incidents to NJCCIC

cyber.nj.gov/report
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Useful Resources

• Government Organizations
• NIST

• MS-ISAC - must be a member to get alerts

• Local Fusion centers (NJCCIC/ROIC) 
• SISM (NJ Statewide Information Security Manual) 

• DHS/CISA (Cybersecurity and Infrastructure Security Agency)

• FINCEN.gov

• Vendor/Supplier notifications and alerts
• Verifone

• Ingenico, etc.

• Technical cybersecurity sources 
• ZDNet

• Bleeping Computer

• VMWare

• PlexTrac, etc.

https://www.nist.gov/topics/cybersecurity
https://www.cisecurity.org/ms-isac/
https://www.cyber.nj.gov/
https://www.cyber.nj.gov/NJ-Statewide-Information-Security-Manual.pdf
https://www.cisa.gov/
https://www.fincen.gov/
https://www.verifone.com/en/us/newsroom
https://www.ingenico.com/support
https://www.zdnet.com/
https://www.bleepingcomputer.com/
https://blogs.vmware.com/security/
https://plextrac.com/resources/blog/
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 Tips for Teleworkers, Remote Access Security

 Don't Be Fooled: Ways to Prevent BEC Victimization

 Impersonation Scams

 Protecting Against Tech Support Scams

 Ransomware: The Current Threat Landscape

 Instructional Guides

 Mitigation Guides 

 How Big is Your Footprint?

 Compromised PII: Facilitating Malicious Targeting and 

Fraudulent Activity

Additional NJCCIC Resources

https://www.cyber.nj.gov/this-is-security/tips-for-teleworkers-remote-access-security
https://www.cyber.nj.gov/informational-report/dont-be-fooled-ways-to-prevent-bec-victimization
https://www.cyber.nj.gov/alerts-advisories/impersonation-scams
https://www.cyber.nj.gov/informational-report/protecting-against-tech-support-scams
https://www.cyber.nj.gov/alerts-advisories/ransomware-the-current-threat-landscape
https://www.cyber.nj.gov/learn/technical-guides/#instructional-guides
https://www.cyber.nj.gov/learn/technical-guides/#mitigation-guides
https://www.cyber.nj.gov/informational-report/how-big-is-your-footprint
https://www.cyber.nj.gov/informational-report/compromised-pii-facilitating-malicious-targeting-and-fraudulent-activity
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Presentations and Training

Threat analysis

Threat profiles

Cyber Risk Self-Assessment

Weekly Bulletin

Be Sure to Secure

Incident Reporting/Response

NJCCIC Services



The information contained in this product is marked Traffic Light Protocol (TLP): WHITE. Disclosure is not limited. Subject to standard copyright rules, TLP: WHITE information may be distributed

without restriction. This presentation was prepared by the New Jersey Cybersecurity & Communications Integration Cell (NJCCIC) pursuant to its authority under Executive Order No. 178 of 20 May

2015.

Any Questions?

Questions?
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Connect With Us

Thereasa Barker-Figueroa
Main: 1-833-4-NJCCIC, 1-833-
465-2242
24/7 Incident Hotline: 1-866-4-
SAFE-NJ
Website: www.cyber.NJ.gov
Email: njccic@cyber.nj.gov
FOLLOW ON SOCIAL MEDIA: 
@NJCYBERSECURITY

Michelle Horowitz Jackson
732-256-9646
Website: www.njgca.org
Email: michelle@njgca.org

mailto:njccic@cyber.nj.gov
mailto:njccic@cyber.nj.gov
mailto:michelle@njgca.org

